s important to note that new challenges are arising on the internet all the time, We have created to this guide to raise awaneness of the issue and offer
advice on helping parents to talk to their children about making safer decisions online. See also our'7 conversation starters’ guide for more tips on better

Mamo is a sinister'chall
nnmi:‘gain has come to the attention of schools and children across th
'suicide killer game; Momo has been heavily linked with apps such as Facebook, WhatsA
YouTube, and most recently (and most worryingly)... YouTu
repoctedly sends graphic v

'

commumnication with your child,

that has been around for some time. It has recently resurfaced and
e country. Dubbed the

Kids. The scary doll-like ﬁgpwp'l
ant images, and asks wsers 1o partake in dangerous challenges like

wiaking up at random hours and has even been assockated with setf-harm. It has beon reported

that the'Momo' figure was
Tokyo and unrelated to

CHILDREN'S VIDEOS
BEING ‘HUACKED'

There have been recent reports that some
seemingly innocent videos an YouTube and
YouTube Kids (such as ‘surprise eggs.
unboxing videos and Minecraft videos) have
baen edited by unknown sources to indude
violence provoking and/or other

mngpmprmtl contont. Even thowgh
YouTube menitor and remove wideos that
include inappropriate content, clips can be
uploaded and viewed thousands of timas
before they gt reported and removed, As a
parent, it's difficult to spot these videos as
the harmful content doesn't appear until
partway through the video,

Nuﬁonaf
Online
Safety

-

DISTRESSING FOR
CHILDREN

Popubar YouTubers and other accounts have
bean uploading reaction videos, showing
thelr experience of the MOMO challenge,

Some of the videos include & disclosure
massage warning that the content may be
“Inappropriate or offensive to some
audiences” and that "viewer discretion is

advised” but thess videos are still sasil
accessed by clicklng "I understand snd
to proceed’ The image of the 'Mama'
character can be deeply dls-trnihf o
children and young people and it
important to note that it may slip through
parental sattings and filters,

Top Tip ‘
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TELLTHEMIT'S NOT REAL

Funk Bilw amy waban legend or hormr stery, the comept
ran ba quite frightaning and distresang for young
people, Whilvt the may seem obvinus, oy smpartant
tor pais Lo redlerate 1o your child that Momo s nat a
real person and cannot directhy harm theml Ao, teil
your child i not go openly wearching far this sontent
ooling an it many anly cause mare distreds,

BE PRESENT

Ity imgoetar lar you, a5 & parset or caeer, to be
prasant shilla your chdldren ara anfenis. This will give
you & greater understanding of what they are doeng

o) Qhads Bewie g, an wull as ||ll-ll|l":3 you wilth the
gpportundty to discuss, suppart and stop certain
metiwetios that pour chilll may e ivemived in. Ay the
natura of asciy Lach becams prograssivaly woerse [r's
slio Important to recognise any changes in your
Bl Dalbariowes,

TALK REGULARLY WITH
YOURCHILD

As wull as monitoring your chald's activity, Its
importand for yos discuss it with them too, Mat enly
il Ehis Qlve you s undarstanding of thair amding
pctions, hut rhese honest and frequent conversations
walll wne narsge your ¢hild 1o lesl confident 1o disouss
Issues and concarns they may have related to the
wonliree wirld.

DEVICE SETTINGS &
PARENTAL CONTROLS

Ervninw Uhall you sel wp pareivtal controls lar yous
devices at home, This will belp to restrsct the types of
combent Shat wous child cam vies, ay well e hnlp yosi 1o
manitar thalr activity. In addition 1o this, It vital that
oo mre mware of your device ned atconmt settings to

stanire gouir Chiled's utmont saluty, Far saameple, an

YouTube you can turn off ‘suggested suto-play’an

waleos 1o ving your child from viewing canient tha)
thay hava not dirnctly selectad.

PEER PRESSURE

Trends snd vienl challenges can be tmmpting for
thildeun fo Lako part Imj o matter how dangenous o
seary they seem. Make sure you talk to your child
abaut how they shouldn’t sweccamb o F [ares Lo
and do anything they are not comfortable with, soline
ar orffienn, M they are uriee, encournge them i talk to
i ar Ao ther Lridsted adule,

REAL ORHOAX?

fin & parent it in netursl \o fesl worrisd sl oertain
things you see onling that may b harmful to yeur
child, Homewer, pot suerthen g you vee online is brue,
Cloach thu wakidity of the (edrcs snd Lo mindlal of
what you shase a3 it may only cniess more womy,
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nally created as a sculpture and featured in an art gallery in
& 'Moma' challenge we are hearing about in the media,
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 SUGGESTED VIDEOS &
ON YOUTUBE

Video apps such as YouTube include an'up
next’ feature which amnmn!kali‘: starls
mying anather video based on the video
st watched, Due to YouTube's nl-_porithm.
users are shown 'suggested videos that they
may be interested in. The thurmbnails used
on ':? #d videos are purposefully
creat n a way Lo encourage viewern to
chick them. During aur ressarch, we found
that when watching one Momo related
video, we were shown countiews ather
Momao themed videos and other scar
content which would be age-inappropriste
for children under 18,
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REPORT & BLOCK

Yol camt alwas raly an paresiisl controds o bdock
dirstressing or harmbul material, Paophe fnd ways
ardurd @ platform's algarithm im ondaer 10 sharae
and pramate this type of materisl, Due to thew we
athieam that you Mg and repark nevy mstereial po
team 1o be lmapgroprlate or harmlul as soun as
Yo coeme acrass i1, You should alan bleck the
dccounticomterl bo preven yaur dhild feam
wiewing IL Also encourage your child to
vew nrifive reenshot sny comtent they fesl could bs
mallckus to provided evidemos In ordds Lo cicalate
the laxiie 10 the approprint= channels.

FURTHER SUPPORT

Sprak to the sategunrding lend within your child s
vthocd shiauhl you héve any cosoerme regarding
your chilld's amling actianty or malicluws comtemt

that cosild nfe them,

H your thild sees something distresying, it s
Impuetand Lhat they knaw whwie to go o seek linlp
and whe thetr trusted adults are, They could also
camtuct Childline where o tralned consaller will

lsran Lo Snythimy hats warrying them.
The ChiluFine phone namdiar ks
RO IEI.

www.nationalonlinesafety.com

Twitter - @natonlinesafety

Facebook - (NationalOnlineSafety

Phone - 0BOO 368 8061




